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Suport de curs

OSCE
- Capitolul 8 - Virtual Memory
MOS
- Capitolul 4 - Memory Management
- Sectiunile 4.4, 4.5




Cuprins

Memeria virtuale
Page faull
Demand paging
Inlscuirea pagmm '




Memoria virtuala




De ce memorie virtuala?

dificil sa plasezi un proces de la adresa 0

decuplare de spatiul fizic de memorie
- un proces are acces la propriul spatiu virtual

memorie partajata
copy-on-write
maparea fisierelor

poti aloca doar memorie virtuala (demand paging)




Abstractizari ale SO

Processes
A

virtual memory

A

files
A

processor

main memory

/O devices




Pagini

fara fragmentare externa
cea mai mica unitate de alocare la nivel de SO

pagini virtuale (pages)
pagini fizice (frames)

maparea memoriei: asocierea unei pagini virtuale cu una fizica




Avantaje si dezavantaje memorie virtuala

programatorul este eliberat de
- plasarea codului la o adresa data
« alocarea de memorie fizica
partajare memorie
folosire mai multa memorie decat are sistemul

acces dublu la memorie (tabela de pagini, TLB)
suport hardware (MMU, TLB)
componenta dedicata in SO (complexitate)




Spatiul virtual de adrese

1GB
@xc6000608 == TASK_SIZE

4 } Random stack offset

RLIMIT_STACK (e.g., 8MB)

} Random mmap offset

3GB _< program break
brik

start_brk
Random brk offset

end_data
prototype”; start_data
end_code

d Oxe8048000
- e

http://duartes.org/gustavo/blog/post/anatomy-of-a-program-in-memory
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Stiva

Scriem codul la nivel inalt main
. . eb,
int sumdint a, int b { Traducem in cod assembly —
retum a = by |
J Mwh e b=-1 | |
b as=13 | proc
int main(} { :‘I ﬁn‘nga Rulam pas cu pas B b ==
inta=15b=-1,¢ 1 '“"'m e madn: Custirn i fisms Wi ems Ll
o ""““‘“’”E:;::‘,]f BT oo v dword prr [ebp-oed], sax mov cus, dword pr [ebp - )
< = sumia, bl; C R : o e et i s e 1
Tetumn 0 el dward pir [ebp - 0] mov e, dword per [ebp - axc] i sputiv e i push  dwordpir [ebp- o8] sum proc ooV a0 a6d  caxedx
- mov e, dward pir [ebp + 0] ot vkl push  cheoed per [ebp - oxc] pesh  ebp leaave pop ebp
J sath  dward pre iy - 0v] m g v dord e [ebp- 0] 1575 I —— B e - L
o G - ma dwncd perbp- ol L LR o L M e L sumendp
mov  dword per(ebp-Oedl, ek PP L push, dwmd}m'l:g-m sum o | R o mmamﬁm:ﬂ '
e push dword pir [ep - push b mev @ ald  eax,edx
ﬂ eax. 0 ﬁ surm mov ebpesp (] pop  ebp
L et met
0E dwnrd ptr feby - 0x4], eax dword ptr [ebp - o]
el e AL o :Mﬁld::'m!] :m‘h.ndn sum sndp
- . mav eax. 0 add e, ed
bearve pop ebp
et T
encmatn. S endp b
e b _ madm; Fonctin sty safckl 4 b":
= chp ash ebp =
R o7 mav b esp o o
falm e e infaaiin aibiea o T £ 3, Ol i gl
push t@ et et i e 31 - °
o 4 Toa dias dopm frfuam. i sk a-15 mov dwond pr sbp- 0xc ] 15 3
ab e 0sC witamatl frnci wm. ™ |mav dword prr[ebp - oxs], -1 Eeden ||
dward ptr [ebp - axc), 15 oy sy e T |
Iz Mgﬁm-mld s : | n mm‘qwmﬁ et enaing ! Iﬂ ng-ﬁ m n”F =
may b=-1 call sum
| AT O peh oy S B — b Prals:E Futit o o sl dhaced 0t
m duard - quc] mev  chpemp i st fus ot et e e e s anis C2 Gl I e xdmw[ﬁp,m]
% R u i Mo [~ - e
= et lonifens W“_ mov eand
dward. . dwiord per [ebpp « oc] mov  dwoed pite [ebp - o], 15 1 mov  dword ph'[!'h'p- mxc] 15
- " B et ) mov dword pirfebp -0l -1 T — mav - duardperebp “'“J'f.‘mw @ e e e O
mow a0 add  pax,. (e e push dword prr [elbp - 03] arclman i endp
push  dword pir [eby - tu] 5 by B push .
ot by G puh  dwoedpir febp - inc] s puh  dwordptelebp-0ucl oy oo, eep
Lt mln sum endp :‘% nnn’ et ey ] ad s
' mow rudw[ebp-m].m T xm:;[;hp-m] mav dword per frbp - 0x4], cax
add  eax,edx v e
A = S
ot e o ret
end main. surn endp j g sum endp .
- 1 S—
chpdfp :wv Lot e il g
L - malrz z, i 2
s b= push  dbp shrage sk fusnwe - functin. —
:w!h ebp Fuarrabius cas i panie s sbeck ! mow  ebp,esp it i ot v i, sl s
I by ifp sub g0 i el g . ey
=t rmale;
n: Puarnds i cdig mow  dward ptr [ebp - ox], 15 ey
= s i de g (e} el Ly [ ]
moy o5p . ! of rervats an s e - 15 sum proc
b, sub esp,O0C :“M i . an push dmw[::m push  ebp =
[ e haved e [she =] iE : Confin s i o7 B G = e
B mov cheerd per ebp - xel " il ] | e e o ea dwoed ate [sb + 0]
et proc mor  ehpuatp ;:’-m- '“m = s | | mow  dwordptrfebp -ondl ax mmew e, dword ptr febp « oud)
push  Eword ptr (e push Gl e i ol eaxeds
= B o = S, TS - -
leave e mov  dweed pir [sbp - 15 - i
b g eax, dword pir [ebp + B t
=N Er R Ten = SRra e = ClHErey enf crmety J
¢ wdd o push  chced e [l o] = B
=l push  chwond par [ebie - o] ep, esp
leave ] call
ret dwend gt [eksp « 0]
sodmain . Eemtes mmmmm '
- e,
moy ax, 0
lese pop  cip
ot ret
end main suem endp




Scriem codul la nivel inalt

int sum(int a, int b) {
return a + b;
}

int main() {
inta=15,b=-1, c;

c =sum(a, b);
return 0;



In:
push
mov
sub

mov
mov

push
push
call

add

mov

mov
leave
ret

S 1

Traducem in cod assembly

ebp
ebp, esp
esp, 0x13

dword ptr
dword ptr

dword ptr
dword ptr
sum

esp, 8

dword ptr [ebp - 0x4], eax

eax, 0

ebp - 0xC]
‘ebp - 0x8]

‘ebp - 0xC]

, 15
, -1

‘ebp - 0x8]

surm proc

push
mov

Mov
mov

add

pPop
ret

sum endp

ebp
ebp, esp

eax, dword ptr [ebp + 0xC]
edx, dword ptr [ebp + 0x8]

eax, edx

ebp



mov
mov

push
push
call

add

mov

mov
leave
ret

[Sane ¢

Rulam pas cu pas

dword ptr
dword ptr

dword ptr
dword ptr
sum

esp, 8

ebp - 0xC]
‘ebp - 0x8]

‘ebp - 0xC]

e b o)

© 3 x4 = OxC scteti

surm proc

ebp - 0x8]

push
mov

dword ptr [ebp - 0x4], eax mov

eax, 0

mov

add

pop
ret
sum endp

Alscam spativ pe stiva
1goenbmmc'aétfe!@éacaﬁe

ebp ebp

esp —E

[ ]

ebp
ebp, esp

eax, dword ptr [ebp + 0xC]
edx, dword ptr [ebp + 0x8]
eax, edx

ebp



ebp

Rulam pas cu pas
-~ Im&@@am @l variabilele
push ebp locale, dep@ stiva.

mov ebp, esp
sub esp, 0xC

esp

push  dword ptr [ebp-0x8]  sum proc ‘ \

push  dword ptr [ebp - 0xC] push  ebp
call sum mov  ebp, esp
add esp, 8

mov dword ptr [ebp - 0x4], eax ~ mov eax, dword ptr [ebp + 0xC]
mov edx, dword ptr [ebp + 0x8]

mov eax, 0 add eax, edx
leave pop ebp
ret ret

| sum endp



Punem pe stiva parametrii ebp

| functiei sumla, 6). c=7?

= Conform conventiei cdect, T
push  ebp parametiic ver fi pusi pe stiva in b=-1
mov  ebp, esp srdine, de lo dheapta to stanga: a=15

sub esp, 0xC

intai b 8¢ apei a.

mov dword ptr [ebp - 0xC], 1
mov dword ptr [ebp - 0x8],

sum proc
push  ebp
sum mov ebp, esp

add esp, 8

mov dword ptr [ebp - 0x4], eax ~ mov eax, dword ptr [ebp + 0xC]
mov edx, dword ptr [ebp + 0x8]

mov eax, 0 add eax, edx
leave pop ebp
ret ret

| sum endp



ﬂpe&zm pwceda/m. ebp
| In prima faga salvam pe stiva c=7
. adhresa de intsarcere, adica a
push  ebp crmatsaned instuctiuni (add esp, 8). b=-1
m%V ebp,oes(]é) In @ doua etapa efectuam un sall a=15
su esp, 0x obre incomutol i .
mov dword ptr [ebp - 0xC], 15 a
mov  dword ptr [ebp - 0x8], -1
: : esp (add esp, 8)
pUSh dword ptI" ebp - 0X8: sum proc
ebp

mov

mov
leave
ret

[Sane ¢

eax, 0

push  dword ptr [ebp - 0xC] h
ad P,

dword ptr |ebp - 0x4], eax

mov
mov

add

pop
ret
sum endp

esp

eax, dword ptr [ebp + 0xC]
edx, dword ptr [ebp + 0x8]
eax, edx

ebp



in:
push
mov
sub

mov
mov

push
push
call

add

mov

mov
leave
ret

[Sane ¢

ebp
ebp, esp
esp, 0xC

dword ptr
dword ptr

dword ptr
dword ptr
sum

esp, 8

dword ptr [ebp - 0x4], eax 1oy

eax, 0

Pracedura apelata isc creeasa

praprivl frame pointer. Parte din
contextul el (partea de parametni

din

stack frame) a fost creat de

cabre functia apelanta..

ebp - 0xC]
‘ebp - 0x8]

ebp - 0x8]

, 15
, -1

ebp - 0xC]

mov

add eax, edx
pop  ebp
ret

sum endp

@ (add esp, 8)

Sum procC esp
ebp ebp

eax, dword ptr [ebp + 0xC]
edx, dword ptr [ebp + 0x8]



. c=7
in:
push  ebp b=-1
mov  ebp, esp Functia preia de pe stiva, = 15
sub esp, 0xC dir stack frame-ul e, I
paramebric depusi de catre b

mov dword ptr [ebp - 0xC], 15 apefant (caller).
mov dword ptr [ebp - 0x8], -1

push  dword ptr [ebp - 0x8] Sumﬁggﬁ ebp
push  dword ptr [ebp - 0xC] mov  ebp, esp

call sum
add esp, 8

m
mov  dword ptr [ebp - 0x4], eax

ad eax, e
mov eax, 0
lea}cve pop ebp
s ret

AT
l,f_.]lm I sum endp



in:
push
mov
sub

mov
mov

push
push
call

add

mov

mov
leave
ret

e

ebp
ebp, esp
esp, 0xC

dword ptr
dword ptr

dword ptr
dword ptr
sum

esp, 8

dword ptr [ebp - 0x4], eax

eax, 0

ebp - 0xC]
‘ebp - 0x8]

ebp - 0x8]

funclia executa calewlele, oc

ebp - 0xC]

, 15
-1
sum proc
push  ebp
mov ebp, esp
mov
mov

@ (add esp, 8)

es
ebp]ﬁ_‘ ebp |

eax, dword ptr [ebp + 0xC]
edx, dword ptr [ebp + 0x8]

e

pop ebp
ret

sum endp




in:
push
mov
sub

mov
mov

push
push
call

add

mov

mov

leave

ret
[Sane ¢

ebp
ebp, esp
esp, 0xC

dword ptr
dword ptr

dword ptr
dword ptr
sum

esp, 8

ebp ebp
c=7
Precedura isc distruge parte din stack b=-1
pregatirea paradinic execuliel. "
ebp - 0xC], 15 a
ebp - 0x8], -1
_ ~sum proc
ebp - 0x8] push  ebp
ebp - 0xC| mov ebp, esp

mov

dword ptr [ebp - 0x4], eax mov

eax, 0

add

re
sum endp

eax, dword ptr [ebp + 0
edx, dword ptr [ebp +
eax, edx




ebp ebp

. c=7
in: Pracedura scoate adresa

push  ebp instructiunii de revenire din b=-1

mov ebp, esp varful stivei, 8¢ executa un sall cabre a=15

sub esp, 0xC .

' b
mov dword ptr [ebp - 0xC], 15 a
mov dword ptr [ebp - 0x8], -1
S esp (add esp, 8)

push  dword ptr [ push  ebp

push  dword ptr [el#p - 0xC] mov  ebp, esp

call sum

add esp, 8 mov eax, dword ptr [ebp + 0xC]

mov dword ptr [ebp - 0x4], eax mov edx, dword ptr [ebp + 0x8]
add eax, edx

mov eax, 0

leave pop ebp

ret re
e sum e



ebp ebp

o Conform aceleiasi conventic c=7
P cdect, este de datoria callor-wlei —
PUs ©OP sa descarce stiva de parametis, _

mov ebp, esp .

mov dword ptr [ebp - 0xC], 15
mov dword ptr [ebp - 0x8], -1

push  dword ptr [ebp - 0x8]
push  dword ptr [ebp - 0xC]
sum

P
v ebp, esp

mov  eax, dword ptr [ebp + 0xC]

m r[ebp - 0x4],eax mov  edx, dword ptr [ebp + 0x8]
add eax, edx

mov eax, 0

leave pop ebp

ret ret

| sum endp



In:

push  ebp Depcm@ vegultatul functiei in
Moy ebp, esp variabila locala c. g
sub esp, 0xC i
mov dword ptr [ebp - 0xC], 15
mov  dword ptr [ebp - 0x8], -1
_ _ proc
push dword ptr [ebp - 0x8] push ebp
push  dword ptr [ebp - 0x mov  ebp, esp
call sum
add esp, 8 mov  eax, dword ptr [ebp + 0xC]
m eax mov  edx, dword ptr [ebp + 0x8]
mov eax, 0 da, acel eax
leave pop ebp
ret ret

|

sum endp



in:
push
mov
sub

mov
mov

push
push
call

add

mov

m
le
re

| i

ebp
ebp, esp
esp, 0xC

dword ptr
dword ptr

dword ptr
dword ptr
sum

esp, 8

b
Codul de return sta in eax. -
Leave este o instructiune care —
distruge stack frame-ul functiei, haol
executand de fapt mew esp, ebp T
8¢ apsi psp ebp.
b
:ebp - OXC:, 15 -
ebp - 0x8], -1 ]
_ _ sum proc @laddesp.3)
ebp - 0x8] push  ebp —ebp— |
ebp - 0xC] mov  ebp, esp
mov  eax, dword ptr [ebp + 0xC]
dword ptr [ebp - 0x4], eax mov  edx, dword ptr [ebp + 0x8]
add eax, edx
pop  ebp
ret

sum endp
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Concepte de memorie virtuala




Page fault

acces la o pagina virtuala:
- nemapata (demand paging, swap)
- nevalida (pagina virtuala nealocata)
- drepturi nevalide (scriere pe o pagina read-only, copy-on-write)

se genereaza o exceptie/trap
MMU genereaza exceptia
se ruleaza page fault handler-ul

page fault-urile pot sa nu fie erori
- minor page faults: demand paging
- major page faults: swap




Page fault (2)

page is on
backing store A
operating
system
reference @

trap

®
load M |« > [i

restart page table

instruction
free frame |« - >
reset page bring in
table missing page

physical
memory

OSCE, Chapter 8, pg. 325, Figure 8.6




Swap

N
N . 00 4

orogram swap out o] 1] 2[] 3[]

A N o8 58 601 703

7 8] 9 1o J11[]
) 12131415
progam "~ swap in 16 117C118C119L]
) 20 J21[J22[123[]
-

memory

OSCE, Chapter 8, pg. 323, Figure 8.4




Swap (2)

in absenta memoriei fizice, se pot evacua pagini pe disc
spatiu de swap

- swap in (aducerea unei pagini de pe disc in RAM)

- swap out (trimiterea unei pagini din RAM pe disc)

mareste spatiul posibil folosit
mult mai incet decat memoria RAM

algoritmi de inlocuire de pagina




Demand paging

Paginare la cerere
paginare = alocarea unei pagini fizice si maparea acesteia

decuplarea alocarii de memorie virtuala de mapare

lazy allocation/paging

la alocare se aloca o intrare in tabela de pagini
« pagina este marcata nevalida
- este alocata pagina fizica (de la zero sau de swap) la nevoie

“TeLl




Demand paging (2)

un proces incarcat in memorie isi incarca doar o parte din date
- restul sunt incarcate la nevoie

o alocare cu mmap aloca doar pagini virtuale
- paginile fizice sunt alocate la acces

alocarea fizica si maparea se fac in page fault handler




Alocarea memoriei virtuale

Rezervare 8¢ commit
Demand paging
Pcag[mi *L%w[emfe

Fage locking

_1acking

"“Hg/pfmﬁng



Rezervare si commit

rezervare: alocare memorie virtuala (doar virtuala)
- apelurile malloc (dimensiuni mari), mmap, VirtualAlloc

commit: alocare memorie fizica pentru memoria alocata
- la demand paging

decuplarea celor doua permite alocarea rapida de memorie

apelurile de biblioteca malloc fac mai putine apeluri de sistem brk




Demand paging

alocare la cerere

rezervare in prima faza

commit in page fault handler, la acces




Pagini rezidente

paginile prezente in RAM sunt rezidente
altfel pot fi pe swap sau inca nealocate

RSS = Resident Set Size, spatiul ocupat de un proces in RAM

alocare rezidenta (paginile nu pot fi swappate)
« la nivelul nucleului de operare
- sau prin page locking/pinning




Page locking

page pinning, fixed pages, non-pageable

pagina este marcata rezidenta (neswappabila)

utila pentru comunicarea cu dispozitive 1/0

mlock() - Linux
VirtualLock() - Windows




Mecanisme de memorie virtuala

Maparea fisierelor




Copy-on-Write

physical
process; memory process;

> page A |«

[ b—— pageB [—
> page C — ]

OSCE, Chapter 8, pg. 330, Figures 8.6 & 8.8

)z Prezi
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Copy-on-Write (2)

implementare naiva fork(): se copiaza spatiul de adresa
implementare eficienta: se duplica tabela de pagini

se partajeaza paginile intre procesul fiu si procesul parinte
- paginile sunt marcate read-only

in momentul unui acces de tip scriere se genereaza page fault
- se creeaza o copie a paginii configurata READ_WRITE la care va
avea acces doar procesul care a generat page fault
- Pagina originala ramane configurata READ_ONLY si va avea
acces la ea doar celalalt proces




Maparea fisierelor

S
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disk file

OSCE, Chapter 8, pg. 354, Figure 8.23




Maparea fisierelor (2)

un bloc de date al unui fisier este mapat intr-o pagina/set de pagini
lucrul cu fisiere se realizeaza prin operatii de acces la memorie

folosit pentru incarcarea executabilelor si bibliotecilor

scrierea la o adresa de memorie inseamna scrierea in fisier
scrierile nu sunt imediate/sincrone (se folosesc apeluri msync)
memoria este folosita pe post de cache

mai putine apeluri de sistem pentru lucrul cu fisiere

permite shared memory




Inlocuirea paginilor

Inlscuinea paginior
Algoritmi de inlscuire a paginilsn

Anemalia lui Belady
[brashing




Inlocuirea paginilor

frame valid-invalid bit
o -
swap out
change victim
o |i to invalid @ page
flv
@ f| victim
reset page
table for
age table
Pag new page @ swap
desired
page in
physical
memory

OSCE, Chapter 8, pg. 333, Figure 8.10




Algoritmi de inlocuire a paginilor

ce pagina va fi evacuata pe disc

optim: se inlocuieste pagina care va fi referita cel mai tarziu

biti de modified (M) si referenced (R) in pagina
- 0 pagina cu M a fost scrisa
- 0 astfel de pagina este "dirty"
- 0 pagina cu R evacuata, va fi doar invalidata nu si copiata pe disc

NRU: Not Recently Used (se inlocuieste clasa cea mai mica)
« clasa0:R=0,M =0
eclasal:R=0,M=1
« clasa2:R=1,M=0
« clasar3:R=1,M=1




Algoritmi de inlocuire a paginilor (2)

FIFO
- se mentine o lista cu paginile din memorie
- noile pagini sunt adaugate la sfarsitul listei
- se inlocuieste prima pagina din lista (cea mai veche)

Second chance (varianta modificata de FIFO)
- se tine cont de bitul R
- se inspecteaza prima pagina din lista
- daca R=0, pagina este selectata pentru inlocuire
- daca R=1, pagina este mutata la coada listei si R=0




Anomalia lui Belady

16
14

—
o
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OSCE, Chapter 8, pg. 337, Figure 8.13




Thrashing

la incarcare mare a sistemului inlocuiri frecvente

schimbarea contextului duce la noi inlocuiri
- swap in/swap out frecvente

se petrece mult timp in page fault-uri (swap in/out)
- ineficienta in folosirea procesorului

exista si notiunea de cache thrashing




Cuvinte cheie

memorie virtuala memory-mapped files
spatiu de adresa memorie partajata
swap inlocuire de pagina
demand paging NRU

page fault FIFO, second chance

copy-on-write thrashing




