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Exemplu

/home/certs/ca/root/openssl.conf

conf

[cal
default_ca = CA_default

[ CA_default ]
dir = /home/certs/ca/root

certs dir/c

crl_dir $dir/crl
new_certs_dir $dir/nevcerts

database $dir/index. txt

serial $dir/serial

RANDFILE $dir/private/.rand
private_key $dir/private/ca.key.pem
certificate $dir/certs/ca.cert.pem
crlnumber = $dir/crlnumber

Tl = $dir/crl/ca.crl.pem
crl_extensions = crl_ex
default_crl_days = 3

default_nd = sha256

name_opt = ca_default

cert_opt = ca_default
default_days 375

LG =no

policy = policy_strict

[ policy_strict ]
countryName
stateOrProvinceName
organizationName
organizationalUnitName
commonNam
emailAddress

[ policy_loose ]
countryName
stateOrProvinceName
localityName
organizationName
organizationalUnitName
commonName

emailAddress = optional
[ req ]

default_bits 2048

distinguished name = req_distinguished_name
string_mask utf8only

default_ sha256
x509_extensions = v3_ca

[ req_distinguished_name ]
countryName
stateOrProvinceName

Country Name (2 letter code)
= State or Province Name

localityName = Locality Name
Y ane : o

jame
organizationalUnitName Organizational Unit Name

commonName Common Name
countryName_default RO
stateOrProvinceName_default = Bucharest
localityName_default Bucharest
0.organizationNane_default = GSR CA

organizationalUnitiiame_default = Gestiunea Serviciilor de Retea
[ v3_cal
subjectKeyIdentifier
suthoritykeyldentitier
basicConstraints
keyUsage = criti

hash
keyid:alvays, issuer
ical, CA:true
it

CcRLSign, keyCertSign
[ v3_intermediate_ca ]

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer

basicConstraints = critical, CA:true, pathlen:0
keyUsage = critical, digitalSignature, cRLSign, keyCertSign
[ usr_cert ]

basicConstraints = CA:FALSE

nsCenType client, email

nsComn

OpenSSL Generated Client Certificate"
subJec:KeyIdannner ‘hash
authorityKeyIdentifier = keyid,issuer
keyUsage = critical, nonRepudiation, digitalSignature, keyEncipherment
ntAuth, email

[ server_cert ]

basicConstraints = CA:FALSE

nsCertType = server

nsComment = "OpenSSL Generated Server Certificate"
subjectKeyIdentifier = hash
authorityKeyldentifier = keyid,issuer:alvays
keyUsage = cri

extendedKeyUsage = Bk

[ erl_ext ]
authorityKeyIdentifier=keyid:aluays

decznh
basicConstraints = CA:FALSE
subjectKeyIdentifier = hash
authorityKeyIdentifier = keyid,issuer
keyUsage = critical, digitalSignature
extendedKeyUsage = critical, 0CSPSigning
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Exemplu

/home/certs/ca/intermediate/openssl.conf

conf

[cal
default_ca = CA_default

[ CA_default ]
dir = /home/certs/ca/intermediate

certs ir/c

crl_dir $dir/crl

new_certs_dir $dir/nevcerts

database $dir/index. txt

serial $dir/serial

RANDFILE $dir/private/.rand

private_key Sdir/private/intermediace key.pem
certificate $dir/certs/internediate.cert.pem
crlnumber = $dir/crlnumber

Tl = $dir/crl/intermediate.crl.pem
crl_extensions = crl_ex

default_crl_days = 3

default_nd = sha256

name_opt = ca_default

cert_opt = ca_default

default_days 375

LG =no

policy = policy_loose

[ policy_strict ]
countryName
stateOrProvinceName
organizationName
organizationalUnitName
commonNam
emailAddress

[ policy_loose ]
countryName
stateOrProvinceName
localityName
organizationName
organizationalUnitName
commonName

emailAddress = optional
[ req ]

default_bits 2048

distinguished name = req_distinguished_name
string_mask utf8only

default_ sha256
x509_extensions = v3_ca

[ req_distinguished_name ]
countryName
stateOrProvinceName

Country Name (2 letter code)
= State or Province Name

localityName = Locality Name
Y ane : o

jame
organizationalUnitName Organizational Unit Name

comnonlane Comnon Name
countryName_default RO
stateOrProvincelame_default = Bucharest
localityName_default Bucharest
0.organizationNane_default = GSR Intermediate CA
organizationalUnitilane_default = GSR CA Service

[ v3_cal

subjectKeyldentifier = hash

suthoritykeyldentitier
basicConstraints
keyUsage = criti

keyid:alvays, issuer
ical, CA:true
it

CcRLSign, keyCertSign
[ v3_intermediate_ca ]

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true, pathlen:0

keyUsage = critical, digitalSignature, cRLSign, keyCertSign

[ usr_cert ]

basicConstraints = CA:FALSE

nsCertType client, email

nsComme OpenSSL Generated Client Certificate"

sthec:KeyIdennner ‘hash

authorityKeyIdentifier = keyid,issuer

keyUsage = critical, nonRepudiation, digitalSignature, keyEncipherment
ntAuth, email

[ server_cert ]

basicConstraints = CA:FALSE

nsCertType = server

nsComment = "OpenSSL Generated Server Certificate"
subjectKeyIdentifier = hash
authorityKeyldentifier = keyid,issuer:alvays
keyUsage = cri

extendedKeyUsage = Bk

[ erl_ext ]
authorityKeyIdentifier=keyid:aluays

decznh
basicConstraints = CA:FALSE
subjectKeyIdentifier = hash
authorityKeyIdentifier = keyid,issuer
keyUsage = critical, digitalSignature
extendedKeyUsage = critical, 0CSPSigning
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§SR6 Exemplu - comenzi pentru generarea certificatelor (1)

.conf

Root CA

“/ca/root$ openssl genrsa -aes256 -out private/ca.key.pem 4096

“/ca/root$ openssl req -config openssl.conf -key private/ca.key.pem
-new -x509 -days 7300 -sha256 -extensions v3_ca -out certs/ca.cert.pem

“/ca/root$ openssl x509 -noout -text -in certs/ca.cert.pem
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§SR6 Exemplu - comenzi pentru generarea certificatelor (2)

.conf

Intermediate CA (1)

“/ca/intermediate$ openssl genrsa -aes256
-out private/intermediate.key.pem 4096

“/ca/intermediate$ openssl req -config openssl.conf -new -sha256
-key private/intermediate.key.pem -out csr/intermediate.csr.pem

“/ca/intermediate$ openssl ca -config ../root/openssl.conf
-extensions v3_intermediate_ca -days 3650 -notext -md sha256
-in csr/intermediate.csr.pem -out certs/intermediate.cert.pem

“/ca/intermediate$ openssl genrsa -aes256
-out private/mail.root.gsr.key.pem 2048
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§SR6 Exemplu - comenzi pentru generarea certificatelor (3)

.conf

Intermediate CA (2)

“/ca/intermediate$ openssl req -config openssl.conf
-key private/mail.root.gsr.key.pem -new -sha256
-out csr/mail.root.gsr.csr.pem

“/ca/intermediate$ openssl ca -config openssl.conf
-extensions server_cert -days 375 -notext -md sha256
-in csr/mail.root.gsr.csr.pem -out certs/mail.root.gsr.cert.pem

“/ca/intermediate$ openssl x509 -noout -text -in certs/mail.root.gsr.cert!pem
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