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Pipes - high level

1 test@test :~$ ls -l | grep file

I The stdout of ls is “connected” to the stdin of grep
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Pipes - low level
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Pipes - kernel level

1 struct pipe_inode_info {

2 struct mutex mutex;

3 wait_queue_head_t rd_wait , wr_wait;

4 unsigned int head;

5 unsigned int tail;

6 unsigned int max_usage;

7 unsigned int ring_size;

8 ...

9 struct pipe_buffer *bufs;

10 struct user_struct *user;

11 #ifdef CONFIG_WATCH_QUEUE

12 struct watch_queue *watch_queue;

13 #endif

14 };

15
16 struct pipe_buffer {

17 struct page *page;

18 unsigned int offset , len;

19 const struct pipe_buf_operations *ops;

20 unsigned int flags;

21 unsigned long private;

22 };
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Intermission: array queue
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Intermission: array queue

I enqueue(3)
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Intermission: array queue

I enqueue(5)
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Intermission: array queue

I enqueue(1)
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Intermission: array queue

I dequeue() = 3
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Intermission: array queue

I enqueue(2)
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Intermission: array queue

I enqueue(7)
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Pipe buffer queue
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Pipe buffer queue

I write(pfd[1], buffer, 1000)
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Pipe buffer queue

I write(pfd[1], buffer, 2000)
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Pipe buffer queue

I write(pfd[1], buffer, 3000)

CSE Dep, ACS, UPB Lecture 11, Exploit Demo 1 19/50



Pipe buffer queue

I read(pfd[0], buffer, 1000)
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Pipe buffer queue

I read(pfd[0], buffer, 4000)
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Pipe buffer queue

I All pipe buffer structures are allocated when the pipe is
created

I Aftewards, when the head/tail is moved, only a pointer
assignment takes place

1 struct pipe_inode_info *alloc_pipe_info(void)

2 {

3 ...

4 pipe = kzalloc(sizeof(struct pipe_inode_info), GFP_KERNEL_ACCOUNT);

5
6 ...

7 pipe ->bufs = kcalloc(pipe_bufs , sizeof(struct pipe_buffer),

8 GFP_KERNEL_ACCOUNT);

1 pipe ->head = head + 1;

2 spin_unlock_irq (&pipe ->rd_wait.lock);

3
4 /* Insert it into the buffer array */

5 buf = &pipe ->bufs[head & mask];

6 buf ->page = page;

7 buf ->ops = &anon_pipe_buf_ops;

8 buf ->offset = 0;

9 buf ->len = 0;
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Pipe buffer queue
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splice
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splice

I zero-copy
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splice - kernel level (naive version)
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splice - kernel level

I The page from the page cache is “borrowed” by the pipe
buffer

I Only a pointer assignment takes place
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splice - kernel level

I splice(fd, 0, pfd[1], 0, 128, 0)

I write(pfd[1], buffer, 128)
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splice - kernel level

I Cannot append data to existing page - it contains file data
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splice - kernel level

I When writing to a pipe, the kernel must know whether it can
append the data to the page from the pipe buffer that sits at
the front of the queue

I in kernel terminology, the pipe buffer is “mergeable”
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pipe write

1 pipe_write(struct kiocb *iocb , struct iov_iter *from)

2 {

3 ...

4 if (chars && !was_empty) {

5 unsigned int mask = pipe ->ring_size - 1;

6 struct pipe_buffer *buf = &pipe ->bufs[(head - 1) & mask];

7 int offset = buf ->offset + buf ->len;

8
9 if ((buf ->flags & PIPE_BUF_FLAG_CAN_MERGE) &&

10 offset + chars <= PAGE_SIZE) {

11 ...

12 ret = copy_page_from_iter(buf ->page , offset , chars , from

);

13 ...

14 }

15 }

16
17 for (;;) {

18 if (! pipe_full(head , pipe ->tail , pipe ->max_usage)) {

19 ...

20 pipe ->head = head + 1;

21 /* Insert it into the buffer array */

22 buf = &pipe ->bufs[head & mask];

23 buf ->page = page;

24 buf ->ops = &anon_pipe_buf_ops;

25 buf ->offset = 0;

26 buf ->len = 0;

27
28 ...

29 copied = copy_page_from_iter(page , 0, PAGE_SIZE , from);
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mergeable buffers

I “normal” pipe buffers are mergeable

I pipe buffers holding spliced pages are not mergeable
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DirtyPipe vulnerability

1 From: Max Kellermann <max.kellermann@ionos.com >

2 To: linux -kernel@vger.kernel.org , viro@zeniv.linux.org.uk,

3 [...]

4
5 The functions copy_page_to_iter_pipe () and push_pipe () can both

6 allocate a new pipe_buffer , but the "flags" member initializer is

7 missing.

8 [...]

9
10 diff --git a/lib/iov_iter.c b/lib/iov_iter.c

11 index b0e0acdf96c1 ..6 dd5330f7a99 100644

12 --- a/lib/iov_iter.c

13 +++ b/lib/iov_iter.c

14 @@ -414,6 +414,7 @@ static size_t copy_page_to_iter_pipe(struct page *page ,

size_t offset , size_t by

15 return 0;

16
17 buf ->ops = &page_cache_pipe_buf_ops;

18 + buf ->flags = 0;

19 get_page(page);

20 buf ->page = page;

21 buf ->offset = offset;

22 @@ -577,6 +578,7 @@ static size_t push_pipe(struct iov_iter *i, size_t size ,

23 break;

24
25 buf ->ops = &default_pipe_buf_ops;

26 + buf ->flags = 0;

27 buf ->page = page;

28 buf ->offset = 0;

29 buf ->len = min_t(ssize_t , left , PAGE_SIZE);
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DirtyPipe vulnerability

I pipe buffers created by splice don’t have the flags initialized
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DirtyPipe vulnerability
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DirtyPipe vulnerability

I if flags happen to have the 0x10 bit set
(PIPE_BUF_FLAG_CAN_MERGE), subsequent data will be
written to the page “borrowed” from the page cache

I normal users can modify files on which they only have read
access
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Exploit steps

I open a sensitive file

I splice one byte from the file into a pipe

I write more data to the pipe

I if lucky (the uninitialized flags have the 0x10 bit set), this
data will be written to the file

I profit
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Exploit

I To improve our chances
I fill the entire pipe with data, then read it back
I this way all the pipe buffers inside the pipe structure will have

the PIPE_BUF_FLAG_CAN_MERGE set (because normal
pipe buffers have this flag set)

I Limitations
I Cannot overwrite at offset 0 - because we need to splice at

least 1 byte
I Cannot cross page boundary
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Exploit

I write(); write(); write(); read(); read(); read()
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Exploit

I splice(fd, 0, pfd[1], 0, 1, 0)
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Exploit

I write(pfd[1], buffer, 128)
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Exploit 1 - overwrite setuid ELF

I pick a setuid file (like /usr/bin/sudo)

I overwrite it completely from the start of the file

I replace contents witha small ELF that calls setuid(0);

execve(‘‘/bin/sh’’);

I exploit in exploit_elf
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Exploit 1 - overwrite setuid ELF
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Exploit 2 - backdoor setuid ELF

I inject our malicious code somewhere inside the binary

I overwrite the ELF entry address to point to our code

I the code only executes a shell if some conditions are met,
otherwise jumps to the original entry point

I exploit in exploit_backdoor
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Exploit 2 - backdoor setuid ELF
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Resources

I support archive: http://elf.cs.pub.ro/cns/res/lectures/
11-exploit-demo-1-support.zip
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References

I https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0847

I https://dirtypipe.cm4all.com/
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